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Enforce Data

Privacy Across Your

Business Network

Solution Brief

Manage Risk While Demonstrating Continuous Compliance

Executive Summary

As the pace of business change accelerates and businesses become increasingly connected,
business networks provide the new source of competitive advantage for companies. SAP and Cisco
are collaborating to help companies transform their business networks, by bringing together business
processes and the intelligent network. A key element of Business Network Transformation (BNT)

is the ability to manage risk and compliance related to strategic data moving through the business
network. With the Data Privacy composite application by SAP and Cisco, you can:

- Enforce global and local data privacy policies throughout your extended enterprise
- Manage business risk

- Demonstrate continuous regulatory compliance

Enforce Data Privacy in a Global Enterprise

Data privacy regulations are increasing globally, and they include more than just financial regula-
tions. Each region has its own unique regulatory framework. For a global enterprise, the challenge
is to ensure compliance with all relevant regulations while also identifying and making the most

of the business opportunities available. According to a recent study by AMR Research, the cost
of complying with new regulations will reach over $30 billion by 2010. (Spending in an Age of
Compliance, 2005, AMR Research).

Globalization also brings exposure to unprecedented risks, often contradictory regulatory oversight,
and new forms of stakeholder activism. In fact, only 65 percent of executives today are confident they
are compliant with international regulations. The total settlements in shareholder lawsuits against
American companies alone increased from $145 million in 1997 to $5.5 billion in 2004.
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Global enterprises are in a marketplace where sensitive business
information as well as information on customers and employees is
sent across borders instantaneously. Companies are becoming
more geographically dispersed, working with a complex network
of partners, contractors, and distributors who may have access to
sensitive information and intellectual property. With data privacy
regulations varying across countries, regions, even states and
cities, businesses need to create global and local privacy policies
for compliance and enforce them across the entire business net-
work. Demonstrating compliance and automating enforcement is
becoming more challenging as regulation increases.

Data privacy policies are about consistent enforcement as well

as data security. Many incidents are caused not by outsiders with
malicious intent, but by employees who are unaware of their com-
pany’s privacy policy or a country’s particular rule, or who simply
make mistakes. As published in the recent Deloitte* Enterprise@
Risk: 2007 Privacy & Data Protection Survey, “The data shows us
that incidents compromising personally identifiable information
(Pll) are occurring at an alarmingly high rate, with more than 85%
of survey respondents reporting some type of reportable privacy
breach within the last year™*

The importance of managing data as an asset, protecting that data,

and enforcing data privacy is clear. Until recently, most compliance
solutions have been built up around specific regulations, with lim-
ited global control or real-time prevention across the network. To
take control of data privacy in an extended enterprise, you need

a complete solution that brings together business policy and IT

to enforce data privacy and demonstrate continuous compliance.
The solution should provide:

- Proactive, real-time enforcement of global and local controls

- Comprehensive risk management to help you reduce violations,
limit exposure, and minimize inadvertent data loss

- Complete, end-to-end compliance, from the business applica-
tion layer to the network layer

Business Benefits

The Data Privacy composite application, a solution jointly devel-
oped by Cisco and SAP, enables your business to:

- Enforce data privacy: Establish global and local controls and
proactively enforce them throughout the extended enterprise.
Intelligent network monitoring identifies incidents in real time.
Policy controls and real-time collaboration enable rapid issue
remediation and resolution.

- Manage business risk: Effectively manage the risk of regulatory
violations, business policy violations, negative public exposure,
inadvertent data loss, and reduced shareholder confidence due
to data breaches.

- Demonstrate continuous compliance: Combine business policy
with real-time enforcement and create reports to verify end-to-
end compliance.

Solution

The Data Privacy composite application by SAP and Cisco en-
ables your business to proactively enforce global and local data
privacy policies throughout your extended enterprise, from busi-
ness rules and applications to the IT infrastructure and network-
ing. This solution brings together real-time communications and
intelligent network services from Cisco with the governance, risk,
and compliance (GRC) platform from SAP.

Jointly developed and supported by Cisco and SAP, this network-
enabled solution helps you reduce liability, business disruption,
and incidents of compromised data. It lets you manage risk more
effectively while demonstrating continuous compliance.

The composite application brings together business policy with
real-time network monitoring for powerful privacy enforcement.
The solution is highly flexible and extensible to support new re-
quirements and deliver new functionality through software updates
as your organization's needs change.

Enforce Compliance

The Data Privacy composite application is the first fully integrated

network solution to combine business-level policies with real-time
control of data privacy, allowing you to prevent data breaches and

better manage risk.

The impact of exposing sensitive data can be far-reaching, includ-
ing fines, loss of investor confidence, and reduced competitive
position. As an example, consider a global banking organiza-

tion with a traditional network infrastructure. A human resources
manager in Europe is working with an outside recruiting agency in
the United States and wants to email personal information about
a European job candidate. A traditional data privacy compliance
system would have no way to identify, notify, or prohibit that activ-
ity until after the violation had occurred.

* As used in this document, “Deloitte” means Deloitte & Touche LLP and Deloitte Consulting LLP, which are separate subsidiaries of Deloitte LLP.

Please see www.deloitte.com/us/about for a detailed description of the legal structure of Deloitte LLP and its subsidiaries.

**Enterprise@Risk, page 1, December 2007 http://www.deloitte.com/dtt/cda/doc/content/us_risk_s%26P_2007%20Privacy10Dec2007final.pdf
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The Data Privacy composite application brings together the
intelligence of Cisco network services with the policy creation

and management of the SAP GRC platform to provide real-time
visibility and control over data privacy. The company sets up data
privacy controls in SAP GRC, which can cover personal data on
employees and customers, intellectual property, and more. Cisco®
Application-Oriented Networking (AON) technology implements
business policies in the network layer and provides ongoing moni-
toring and prevention.

Demonstrate Continuous Compliance

Cisco intelligent network monitoring detects potential problems in
real time, and alerts SAP GRC Process Control, which verifies the
risk, notifies appropriate personnel via Cisco Unified Communica-
tions, and routes the issue for remediation and resolution.

In the above example, the compliance manager can check to see
if the email violates the bank’s privacy policy and can take steps
to resolve the issue before it impacts the business. The busi-
ness can demonstrate continuous compliance to regulators and
during audit through reports in GRC, as well as identify areas for
improvement.

Enforce Data Privacy

The Data Privacy composite application gives you the unique
ability to extend your compliance environment to the network
layer. Messages are checked as they traverse the network and
correlated against policies established at the application layer.
This powerful capability enables the Data Privacy composite
application to deliver arich set of features to support continuous
compliance:

- Establishing and automating controls: SAP GRC Process Con-
trol models risks and regulatory compliance goals and policies,
and establishes business rules for when and how issues are
handled and reported.

- Real-time monitoring: Cisco Services implement controls and
policies in the network layer, and provide ongoing monitoring
and prevention of violations.

- Location and presence: The Cisco Unified Communications
network supports location and presence functions to facilitate
collaboration, speed decision making, and support rapid issue
resolution. The location feature enables you to identify the pre-
cise source of a breach and map the appropriate policy based
on its location.

- Collaboration for decision making: Cisco Unified Communica-
tions enables real-time communication and collaboration to help
issue resolution by compliance teams. In the event of a data
privacy issue, the network can immediately alert your compliance
managers with email or text and voice messages to Cisco wired

and wireless IP phones. The solution can also schedule an inter-
active Cisco WebEx® conference to enable compliance teams to
collaborate to resolve the issue.

- Analytics: Integrated “heatmaps” deliver global transparency and
greater insight into incident hotspots. These sophisticated tools
enable you to track the location of a breach and take steps based
on that location to remediate the issue. Reports speed audit
preparation and demonstrate compliance.

Cisco and SAP:
Enabling Business Network Transformation

The Data Privacy composite application solution gives you the
ability to manage risk and compliance related to strategic data
moving through your business network. It brings together busi-
ness processes and the intelligent network so you can leverage
your business network for competitive advantage and enable BNT.

SAP and Cisco are especially qualified to lead the industry with
the business applications and network platforms essential to
achieving BNT.

Leverage Strong Partnerships

In addition to integrating the two companies’ solutions, world-class
consulting partners are offering a portfolio of consulting and
optimization services to help customers maximize their investment
and leverage industry best practices:

- Deloitte provides a broad array of consulting, advisory and
implementation related services with Cisco's Network and
Advanced Services in support of SAP® enterprise business
solutions to help joint customers in their efforts to address their
needs for governance risk and performance management.
Deloitte also provides privacy and data protection services and
solutions related to the protection and use of data, including
personally identifiable information of customers, and employees,
intellectual property, and business confidential and financial data.

- Cisco Advanced Services help customers assess data loss risk,
gap analysis, and security risks and perform deployment plan-
ning, ongoing consulting, and network optimization.

Together, Cisco, SAP, and their partners offer a complete data
privacy solution.

For More Information

To learn more about the Data Privacy composite application from
SAP and Cisco, call your SAP or Cisco representative or visit:
http://www.cisco.com/go/dataprivacy or
http://www.sap.com/dataprivacy
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